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We hobbled our intelligence
agencies after Watergate, remember?
Now we’re paying the penalty
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indicated that a Soviet espionage
network had long penctrated some
of America’s most sccret communi-
cations and cryptographic systems.
Everyone informed at the White
House, the Pentagon, the CIA and
National Security Agency (NSA)
instantly understood the catastrophic
implications.

The United States had already
suffered grievous losses through es-
pionage. Between 1982 and 1985,
the FBI arrested 30 people for
spying, more than in any other
comparable period since World
War II. They included employees
of the CIA, FBI, NSA, Naval In-
vestigative Service, Defense De-
partment and important defense
industries. At the same time, the
United States expelled 20 Soviet-
bloc “diplomats.”

Through espionage, the Soviets
in recent years had looted much of
America’s most advanced technol-
ogy. Data stolen included plans for
the space shuttle; details of comput-
ers, lasers, missiles; design of our
best fighter aircraft; and plans for
space-based defenses.

Engineer James Durwood
Harper, Jr.—with information
from his wife, who worked for a
defense contractor—had betrayed
how we protect our strategic mis-
siles. Northrop Corporation engi-
neer Thomas Patrick Cavanagh
had tried to pass to the Russians
details of the ultra-secret Stealth
bomber. (He entered a conditional
plea of guilty and the case is now

~ on appeal.) Hughes Aircraft engi-

neer William Holden Bell had sold
secrets of sophisticated new radar
systems and missiles, saving the
Soviets vast sums in research
expenditures.

Costly as these losses were, they
still did not give the Soviet Union
the capability of defeating the Unit-
ed States in war. But what the
Soviets learned from John Walker,
his secaman son Michael and his
brother Arthur, a retired Navy
licutenant commander, may well
have put the very life of the nation
in peril.*

By breaking into secret naval
communications, the Soviets knew
the strength and plans of our sur-
face and submarine forces through-
out the world. The knowledge they
gained from the Walker spy ring
might have enabled them to disrupt
communications in wartime and

*Last year, all three confessed to espionage. As
onrgt/swide onlessec tc .
e e v 1o mprion
ment, and Michael to 15 years. Arthur was also
sentenced to life imprisonment, but his case is on
appeal. An slleged fourth member of the ring,
retired Navy communications specialist Jerry

Whitworth, is awaiting trial.
paralyze large elements of the fleet.
The consequences could have been
“devastating,” declared Navy Sec-
retary John Lehman, Jr.
Crumbling Security. The Walk-
er case, following all the other spy
scandals, provoked consternation
in Congress. Actually, there was no
basis for surprise: in the 1g70s the
United States had systematically
dismantled many of its security
defenses and enfeebled the rest.

The degeneration was born of a
post-Watergate attitude that char-
acterized U.S. intelligence as a
greater threat to the country than
its avowed enemies. Extremism
swiftly swept away long-standing
security procedures instituted by
President Franklin Roosevelt, re-
affirmed by Presidents Harry Tru-
man, Dwight Eisenhower and John
Kennedy and repeatedly upheld by
the Supreme Court. Along with
Congress, the Administrations of
both Gerald Ford and Jimmy Car-
ter share blame for the results.

Between 1976 and 1980 Congress
cut the number of FBI agents, most
of whom are not assigned to coun-
terintelligence, from 8574 to 2804.
We allowed communist nations to
increase the number of their official
personnel here to more than 4000,
of whom at least one-third are pro-
fessional intelligence officers. “The
number of hostile agents has grown
so much that our FBI counter-
intelligence agents are greatly out-
numbered,” reported Attorney
General William French Smith in
1981.

The Walker case dramatizes the
consequences. For years, KGB ofh-
cers picked up priceless secrets
Walker left at prearranged drop
sites around Washington. The sites,
all within a 25-mile radius of the
White House, included utility poles
along rural roads. The Soviets were
able to visit these hiding places
undetected because the FBI lacked
personnel to keep track of all the

KGB officers in the country.

For the same reason, alleged spy
Ronald William Pelton may have
escaped detection for nearly five

cars. Pursuing clues provided by a
KGB defector, the FBI last Novem-
ber finally arrested Pelton, a former
NSA employee who possessed some

of the agency's most guarded secrets.
Pelton admitted that, after going
bankrupt in April 1979, he ap-
proached the KGB in Washington
the following January seeking mon-
cy. KGB operatives working out of
the Soviet embassy periodically
gave him instructions for clandes-
tine meetings in Vienna, Austria,
where the Soviets methodically
milked him of all he knew. He is
presently awaiting trial.

Superficial Checks. American
intelligence lacked the resources to
keep up with this penetration. In
the mid-1970s, Congress had reck-
lessly slashed the number of De-
fense Department security personnel
from 3000 to 1740, ostensibly to
save money. Some 84,000 incom-
plete background investigations
piled ufp. To reduce this backlog,
the Defense Department curtailed
the scope of its investigations and
stopped making re-investigations
of persons holding a special top-
secret clearance. Such re-examina-
tions were supposed to take place
every five years and are essential
in identifying people who have
bent under life’s pressures and
become unsuitable for sensitive
positions.

Had the Navy taken another
look at John Walker, investigators

would almost certainly have found
out about his spying. At the very
least his daughter ﬁnew about it
and gladly would have unburdened
herself if asked by the Navy. Simi-
larly, the government should have
re-investigated Bell. People knew
that he had acute financial troubles.
Once he began spying, all these
troubles evaporated. Even a novice
investigator would have asked
why.

Even before the Defense De-
partment’s cost-cutting measures, a
soldier, sailor or airman could ob-
tain a secret clearance solely on
the basis of a “National Agency
Check,” in which other govern-
ment departments are askcg if they
know anything about the individ-
ual. Such a simple check often can-
not measure the reliability of men
trusted with nuclear and intelli-
gence secrets. '

Last November, for example, the

- FBI arrested Jonathan Jay Pollard,

a 31-year-old civilian employee of
the Naval Investi?ative Service,
after he sought refuge in the Is-
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racli embassy. He had allegedly
sold highly classified U.S. docu-
ments to Isracli intelligence. (He
has not yet been formaﬁ; indicted
and is currently being held with-
out bond.) Reporters had no diffi-
culty uncovering incriminating
information that had eluded securi-
ty officers. The Washington Post
reported: “Friends of Pollard from
the period when he was an under-
gra uate at Stanford said that he

ad boasted in college that he was

working for Isracl’s intelligence
agency Mossad.”

Common-Sense Standards. Else-
where in government, the situation
is even more appalling. The Office
of Personnel Management, former-
ly the Civil Service Commission,
screens civilian applicants for em-
ployment in most federal agencies
other than the CIA, FBI, NSA and
State Department. For decades, it
abided by basic, common-sense
standards in barring members of
the Communist Party, Soviet-front
groups and revolutionary or terrorist
organizations from sensitive posi-
tions on thteeground that they could
not be trusted to protect the national
interest.

However, the Civil Service
Commission in the mid-1970s
adopted the position that “mere
membership” in a subversive or
terrorist outfit was not a ground for
disqualification. The government
first had to prove that tﬁe applicant
subscribed to the illegal aims of the
organization. But then the commis-
sion decided that the government
could not even ask applicants
whether they belonged to a subver-
sive organization! Such questions
would supposedly violate the Pri-
vacy Act of 1974.*

The old common-sense stand-
ards had also barred criminals,
drug addicts and demonstrably dis-
honest individuals from sensitive
. *The Privacy Act prohibits government agen-
cies from keepi i
e e
in ction with an authorized law-enforce-
ment activity.

positions. But then the Civil Service
Commission decreed that personal
weaknesses are not necessarily
cause for refusing employment.
The government must clearly show
that an applicant’s problems will
impair performance of the specific

government job sought. The com-
mission further ruled that addicts,
alcoholics and criminals need not
be turned away if they evince signs
of rehabilitation.

Yet espionage cases have abun-
dantly demonstrated that Americans
suffering from personal problems
or character defects are the é)re-
ferred prey of the KGB. According
to his own admission, FBI agent
Richard W. Miller stole from his
wife's grandmother, committed
adultery, skimmed money from an
informant and sold information
from FBI files. Somchow the KGB
got word of him. The government
charges that when a female KGB
agent, with whom Miller was hav-
ing an affair, offered him money
for a secret FBI document, he took
the bait. His first trial ended in
a mistrial, and he is awaiting a
new trial.

The Civil Service Commission
even abolished its own security ar-
chives, built up over three decades
with hundreds of thousands of per-
sonal index cards and thousands of
volumes of public source material.
The files had been useful in screen-
ing both military recruits and civil-
service employees. Claiming that
the records violated individual pri-
vacy, the commission scaled them,

disbanded the research staff and
stopped collecting information.
Handcuffs on the FBIL. An ecven
more harmful loss followed. For
decades the FBI has monitored
extremist groups and individuals
advocating overthrow of the gov-
ernment. But in 1976, Attorney
General Edward Levi, appointed
by President Ford, laid down
guidelines that prevented the FBI
from investigating organizations
and their members without evi-
dence that they were engaged in, or
likely to engage in, violent crime.
Radical groups whose subversive
activities do involve violence tend
to be tight conspiracies penetrable
only by informants or electronic
cavesdropping. But the Levi guide-
lines so drastically restricted these
techniques that the FBI has had
great difficulty gathering prelimi-
nary evidence to justify a fuller
investigation. Incredibly, becaiise
of the Privacy Act, the FBI cannot
even keep records about publica-
tions of many extremist groups.
Francis J. McNamara, a respect-
ed security authority, declared in a

1985 study: “The United States to-
day has no domestic intelligence
agency. There is a huge hole in its
national security and counterintel-
ligence capabilities.”

This hole has widened and deep-
ened because most state’ and local
law-enforcement agencies also
have stopped gathering intelligence
about radicals and subversives.
Many have destroyed or locked up
the files they had. Because of the

Privacy Act, many have refused to
share with federal investigators the
criminal records they do maintain.

No one can know exactly how
much the overall degradation of
our security system has cost the
country. But the FBI in recent years
has repeatedly discovered commu-
nist attempts to subvert govern-
ment employees. While we have
relaxed our defenses, the Soviets
have obviously intensified their as-
sault upon them.

The Reagan Administration has
tried to repair some of the damage.
It has authorized the Defense De-
partment to employ 1057 more
security personnel. The number
of FBI agents has been raised to
go42, and the restrictive Levi
guidelines have been somewhat
modified. The Office of Personnel
Management now allows investi-
gators to look into possible sub-
versive affiliations of applicants
for sensitive jobs. The Defense
Department has resumed peri-
odic re-investigations of personnel
(though not nearly enough), and
Congress recently passed a law re-
criring state and local agencies to
share criminal records with federal
investigators if the person under
investigation waives privacy rights.

Send Them Home. But the re-
pairs are not enough. The Admin-
istration should reduce the bloated
Soviet-bloc presence in the United
States and give the FBI enough
personnel to cope with the enemy
intelligence officers allowed to re-
main. The Administration also
should order restoration through-
out government of common-sense
security standards and investiga-
tive procedures. Congress should
amend the Privacy Act to guaran-
tee confidentiality of citizens who
help investigators.

Continued

Declassified in Part - Sanitized Copy Approved for Release 2011/12/21 : CIA-RDP90-00965R000100370013-0



Declassified in Part - Sanitized Copy Approved for Release 2011/12/21 : CIA-RDP90-00965R000100370013-0

.

No security program will be f-
fective without the voluntary, bi-
partisan support of the people and
their elected representatives. No re-
sponsible person will support a pro-
gram that abridges basic liberties.
Part of the genius of American
democracy lies in its ability to de-
vise practical compromises between
individual rights and the essential
interests of society.

In 1981 the Supreme Court de-
clared that “it is ‘obvious and
unarguable’ that no governmental
interest is morc compelling than
the security of the nation.” Unless
this one compelling interest is up-
held, there will be no individual
liberties for any of us.
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